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Objectives

e Learn to use basic Android analysis tools;
* Understand several flaws in Android apps;

* Practice to identify vulnerabilities in real-
world Android apps.



PART I: LEARN ANDROID TOOLS



Before we start ...

* Enter into XP using your lab machines.

 Android SDK tools are installed at:
— Y:\Win32\android-sdk-windows
— Later | will use android-sdk-windows for short

e Know how to use Windows command line:
— Start 2 Run 2 Cmd



Overview of Basic Android Tools

Android SDK includes a variety of tools.

http://developer.android.com/tools/help/index.html
http://developer.android.com/sdk/index.html

Android SDK Manager (android sdk)
— Manage the installed components of the SDK.

AVD Manager (android avd)
— Manage your created emulator configurations.

Emulator (emulator)
— A QEMU-based device-emulation tool.

Android Debug Bridge (adb)

— Communicate with an emulator instance.

Dalvik Debug Monitor Server (ddms) or (monitor)
— Contain a set of useful tools to monitor Android apps.



http://developer.android.com/tools/help/index.html
http://developer.android.com/sdk/index.html

Android SDK Manager (android sdk)

dao@HHB:~$ android sdk

* Windows:
— SDK Manager.exe
— Quite slow ...

— So avoid to open
it.

* Major Android
SDKs have been
installed in the lab.

®* Android SDK Manager

Packages Tools
SDK Path:
Packages
' Name APl | Rev. Status
v Tools
& +” Android SDK Tools 22.3 [ Update available: rev. 22.6.1
Android SDK Platform-tools 19.0.1 | Installed
Android SDK Build-tools 19.0.3{[| Not installed
Android SDK Build-tools 19.0.2:[] Not installed
Android SDK Build-tools 19.0.1:| Not installed
Android SDK Build-tools 19 Not installed
Android SDK Build-tools 18.1.1:] Not installed
Android SDK Build-tools 18.1 & Installed
Android SDK Build-tools 18.0.1 [ Installed
Android SDK Build-tools 17 & Installed
¥ [ G2 Android 4.4.2 (API 19)
@ Documentation for Android SDK 19 2 Not installed
& '§' SDK Platform 19 2 s Update available: rev. 3
L samples for SDK 19 4 Not installed
i# ARM EABI v7a System Image 19 2 E Installed
i# Intel x86 Atom System Image 19 2 Not installed
i3 Google APIs (x86 System Image) 19 2 Not installed
& i Google APIs 19 2 B Update available: rev. 3
11| Sources for Android SDK 19 2 Not installed

show: [ Updates/New [& Installed | Obsolete Select New or Updates Inskall 4 pack

Sortby: @ API level ) Repository Deselect All Delete 4 pack

Done loading packages.



AVD Manager (android avd)

* Create an AVD (Android Virtual Devices).
— 4.0” Nexus S, Android 4.0, 300MB RAM, 50MB SD Card

 Windows: AVD Manager.exe

dao@HHB:~$ android avd F
* Android Virtual Device Manager

Tools

Android Virtual Devices|| Device Definitions

List of existing Android Virtual Devices located at /fhome/dao/.androidfavd

AVD Name Target Name PlatForm API Level CPU/ABI New...
v Polyuz2.1 Android 2.1 2.1 7 ARM (armeabi)

+' Polyuz2.3 Android 2.3.3 2.3.3 10 ARM (armeabi)

+" Real2.3 Android 2.3.3 2.3.3 10 ARM (armeabi)

«" BF4.0 Android 4.0 4.0 14 ARM (armeabi-v7a)

+" BF4.1 Android 4.1.2 4.1.2 16 ARM (armeabi-v7a)

»" Real4.1 Android 4.1.2 4.1.2 16 ARM (armeabi-v7a)

+' BF4.2 Android 4.2.2 4.2.2 17 ARM (armeabi-v7a)

+' BF4.3 Android 4.3 4.3 18 ARM (armeabi-v7a)



Emulator (emulator)

e How to start a emulator?

— In AVD Manager, select an avd, then click the “start”
button.

— Maybe a little bit long, have to wait ...

* Android Virtual Device Manager

Tools
Android Virtual Devices | Device Definitions

List of existing Android Virtual Devices located at /home/dao/.android/avd

AVD Name Target Name Platform API Level CPU/ABI | New... |
+ Polyu2.1 Android 2.1 2.1 7 ARM (armeabi) Edit
+ Polyu2.3 Android 2.3.3 233 10 ARM (armeabi) '- t
+" Real2.3 Android 2.3.3 2.3.3 10 ARM (armeabi) |_ Delete... |

BF4.0 Android 4.0 4.0 14 ARM (armeabi-v7a) —
+' BF4.1 Android 4.1.2 4.1.2 16 ARM (armeabi-v7a) .
+ Real4.1 Android 4.1.2 4.1.2 16 ARM (armeabi-v7a) || petails... |
+' BF4.2 Android 4.2.2 4.2.2 17 ARM (armeabi-v7a)

. - Start...

+' BF4.3 Android 4.3 4.3 18 ARM (armeabi-v7a)
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(Optional) Using Hardware Devices for
Analysis

* http://developer.android.com/tools/device.ht
ml#tsetting-up

— Enable USB debugging on your device;

— Set up your system to detect your device.

* http://developer.android.com/tools/extras/oem-
usb.htmI#WinXp

e Allow installation of apps from unknown
sources

— In your phone: Setting = Security = Select it.


http://developer.android.com/tools/device.html#setting-up
http://developer.android.com/tools/device.html#setting-up
http://developer.android.com/tools/device.html#setting-up
http://developer.android.com/tools/device.html#setting-up
http://developer.android.com/tools/device.html#setting-up
http://developer.android.com/tools/extras/oem-usb.html#WinXp
http://developer.android.com/tools/extras/oem-usb.html#WinXp
http://developer.android.com/tools/extras/oem-usb.html#WinXp
http://developer.android.com/tools/extras/oem-usb.html#WinXp

Android Debug Bridge (adb)

e android-sdk-windows\platform-tools\adb.exe

 Use command line to run it, just type adb under this
directory.

e List the current devices.

Y:\Win32\android-sdk-windows\platform-tools>adb devices
List of devices attached
emulator-5554 device (other possible statuses are offline or bootloader)

* Install an Android app (in PC) to emulator.

Y:\Win32\android-sdk-windows\platform-tools>adb install C:\andTest\yourapp.apk

59 KB/s (1862419 bytes in 30.5315s)

pkg: /data/local/tmp/yourapp.apk | pownload app from: http://g00.8l/z2¢Gt1

Success



http://goo.gl/zzcGt1

ADB architecture

e Other useful commands: (such as adb shell)
— Type adb help to query.

Devicel

o , i

° , i
http://rxwen. ° < DDMS
files.wordpre i "
ss.com/2009 ) - N
/10/andr0id base port 8700 forapp! for app2
debugging_a Debugger

rchl.png


http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png
http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png
http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png
http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png
http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png
http://rxwen.files.wordpress.com/2009/10/android_debugging_arch1.png

Dalvik Debug Monitor Server (ddms)

 Provide Ul control for some adb commands.
— android-sdk-windows\tools\ddms.bat

* Follow the following practices:

— Observe the listed processes.
* Know the app package name we just installed.

— Browse files in emulator using File Explorer.

— Pull files from emulator to PC.

— Capture the screen using Screen Capture button.
— Monitor the log outputs using logcat command.

* One important hint:

— Always remember to select the emulator or phone in
the left side panel.



PART II: FLAWS IN ANDROID APPS



Overview of Potential Flaws

All logs in logcat

Logs from app 1

Logs from app n

The Victim App

Component 1

Component n

Network requests

Private File Zone

Other large files

The public SD card
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Focus on insecure storage issues

* Insecure internal storage

— Sometimes the assumption is that phones are
rooted.

— Sometime the file permissions are mis-configured.

* SD Card issue
— Save cleartext-sensitive info to the public SD Card.

* Logcat issue
— Output sensitive logs to the logcat.



Insecure internal storage

* Android saves each app’s internal files at:
— /data/data/app-package

¥ (= data
» = anr
> = app
P = app-private
b = backup
b (= dalvik-cache
¥ (= data
* (= com.android.backupconfirm
i
* (= app_appcache
* = app_databases
* = app_geolocation
* (= app_icons
» (= cache
P (= databases
» = lib
* (= shared_prefs
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Insecure internal storage: Skype

e Skype once mis-configured file permissions.

# |s -1 /data/data/com.skype.merlin_mecha/files/shared.xml
-w-rwirw{Bpp 152 app 152 56136 2011-04-13 00:07 shared.xml

# grep Default /data/data/com.skype.merlin_mecha/files/shared.xml

<Default>jcaseap</Default> [ Owner + Group + Other }

# s -1 /data/data/com.skype.merlin_mecha/files/jcaseap
-Tw-rwirw-jpp_152 app_152 331776 2011-04-13 00:08 main.db

-Tw-rwirw-lpp_152 app_152 119528 2011-04-13 00:08 main.db-journal

-Tw-rwirw-fpp_152 app_152 40960 2011-04-11 14:05 keyval.db

-Tw-rwirw-fpp_152 app_152 3522 2011-04-12 23:39 config.xml

drwxrWxrwix app_152 app_152 2011-04-11 14:05 voicemail

app_152 app_152 0 2011-04-11 14:05 config.lck

-Tw-rwirw-lpp_152 app_152 61440 2011-04-13 00:08 bistats.db

drwxryxrwix app_152 app_152 2011-04-12 21:49 chatsync

app_152 app_152 12824 2011-04-11 14:05 keyval.db-journal

app_152 app_152 33344 2011-04-13 00:08 bistats.db-journal 17

-IwW-Twrw

—-TW-TWrw

—-TW-T'Wl'w




SD Card issue

* Whatsapp saves some files in SD Card.
* |f you have a phone,

— You can browse them using a file manager.

* https://play.google.com/store/apps/details?id=org.ope
nintents.filemanager
'y Y Ml W 22:55

< B My Files "
/storage/sdcard0/WhatsApp

' Y Ml W 22:58
< @B My Files 1)

/storage/sdcard0/WhatsApp/Databa

Bl Databases B msgstore.db.crypt5

Bl Profile Pictures . msgstore....db.crypt5

. Media

. msgstore....db.crypt5
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https://play.google.com/store/apps/details?id=org.openintents.filemanager
https://play.google.com/store/apps/details?id=org.openintents.filemanager

Logcat issue: MSN Password Leak

* |dentify and test it using my own account.

4
v

hotmail.com hd

lldy@hotmail.com

[« Online -

Remember my E-mail address

Remember my password

Auto sign in

Signin



Logcat issue: MSN Password Leak

* Logcat in DDMS:

miyowa.android.microsoft CoreServiceOpenCommand sent = [9]-1|7|M5P3|1]@]|c. dy@hotmail
miyowa.android.microsoft{dalvikwvm GC_EXTERNAL_ALLOC freed 187K, 49% free 3156K/6087TK, external 9:
miyowa.android.microsoft{ C2DM Registration ID = null
miyowa.android.microsofti C2DM No Reg id, try to register
miyowa.android.microsoft{ C2DM Registration ID = null
miyowa.android.microsoft{ C2DM Sender email wmlbywithyou@gmail.com

email pwd

CoreServiceOpenCommand sent = [9]|-1]|7|MSP3|1]@]|c. dy@hotmail.com| | STATUS_CLASS | 256] ]

GC_EXTERNAL_ALLOC freed 187K, 49% free 3156K/6087K, external 934K/1530K, paused 54ms
Registration ID = null

No Reg id, try to register

Registration ID = null

Sender email wmlbywithyou@gmail.com
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PART Ill: EXERCISES



Exercises

* |n general,

— Your answers should be supported by your
screenshots.

— | also assume you will never take the same
screenshot.

— Questions are simple, but you need to do them by
yourselves.

Please hand in a hard copy of all exercise answers!
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Exercise #1

Set a logcat filter and give a screenshot of
logcat outputs from the default Android
browser. (5 marks)

— Hint: the filter is like this:
B

Logcat Message Filter Settings

Filter logcat messages by the source's tag, pid or minimum log level.
Empty fields will match all messages.

Filter Name: [kom.android.browser

by Log Tag:
by Log Message:
by PID:
by Application Name: |com.android.browser

by LogLevel: | verbose =

'@:' Cancel | OK |
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Exercise #2

* In an app called Douban Shuo | htto://www.douban.com/

User:hipolyu@gmail.com

(http://goo0.gl/2z2cGtl), where | pwd: android2014

does it save an user’s

password to? Encrypted or [=E 3108
not? Provide screenshots to pebuegmalcom
support your answers. (10

marks)

— Hint: Under its shared prefs
directory in internal storage.

iiiiiiiiiii

Login

No Douban account? Register now


http://goo.gl/zzcGt1
http://www.douban.com/

Exercise #3

* In Android 4.0’s default browser,
suppose that an user chooses to

http://www.douban.com/

User:hipolyu@gmail.com
Pwd: android2014

remember his or her password.

— Does the browser save the password

in an encrypted form? Provide

screenshots to support your answers.

(10 marks)
— Hint: the file name is webview.db.

— Open it with sglite3 command in the
adb shell. (then issue .dump)

e http://developer.android.com/tools/help

Confirm

Do you want the browser to

remember this password?

/adb.html#tsqlite
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http://developer.android.com/tools/help/adb.html#sqlite
http://developer.android.com/tools/help/adb.html#sqlite
http://www.douban.com/

Exercise #4

* An app called Xiao Xi Su Di (VH 5. 1#1#) saves
users’ messages in SD card. Suppose you have

its SD card directory (http://goo.gl/q3Zssw),

please determine which file does it save
messages to? Encrypted or not. (5 marks)

: D W 17:22
EIRE .o 100422 TR

el Hint: use SQLite Database browser
- (http://goo.gl/kpvPl) to browse its
= database files.

hello
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http://goo.gl/q3Zssw
http://goo.gl/kpvPI

Questions?



